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DISCOVERING RISK, PROTECTING REPUTATIONS

The distribution of illicit and inappropriate images on corporate networks is a
significant and serious threat for all sized organisations. With a growing
responsibility for companies to deploy effective detection solutions, PixAlert’s

powerful image discovery and analysis software is a proven solution and global

market leader in protecting corporate reputation, brand integrity and reducing
risk from the distribution and storage of inappropriate content on networks.

PIXALERT’S IMAGEGUARD MAIL SOLUTION

PixAlert’s ImageGuard MailAppliance is a proactive protection solution
which provides constant email safety for organisations by blocking KNOWN
inappropriate image material (from specified black list) on inbound and
outbound emails and attachments. The solution will identify and stop
inappropriate content, preventing further circulation of potentially damaging
image content across networks. ImageGuard MailAppliance is a hardware
appliance which connects to the email gateway and scans in real time all
inbound and outbound emails including attachments.

PRODUCT FEATURES

* SPEED
Rapid, real time scanning of
inbound and outbound emails

* CONFIGURABLE
Enables administrator to control
the treatment of detected images

and attachments and reject, bcc or redirect

» SCALEABILITY flagged email

Through its distributed
architecture, the application has
the capability to scale small to
very large email systems

» COMPREHENSIVE
No other application scans
as many file attachments
(150 different file types)
including Microsoft Office
documents, zip files, movies and
emails (Microsoft Exchange,
Microsoft Outlook, Novell
Groupwise and Lotus Notes)

* AUDIT
Audits email traffic compatible
with SMTP protocol such as
Microsoft Exchange, Sendmail

» IDENTIFY/REVIEW
Flags suspect materials for review
and categorisation, quickly
identifies risks and incidents and
allows user to preview report

* COMPATIBLE
Compliments existing IT security,
audit, governance and
compliance measures

* RESULTS
Generates comprehensive
management reports, documents
findings and provides
management with up-to-date
visibility on issue and
key perpetrators

» RELIABLITY
Can be configured with back-up
nodes for redundancy to ensure no
downtime in email traffic

* ACCURACY
Uses the most advanced
and accurate image analysis
algorithms available

Detection of inappropriate & illegal email image content

PRODUCT BENEFITS

* REDUCE RISK

Discover, report

and eliminate
inappropriate image
content being
distributed by email on
organisational networks

GOVERNANCE

Monitor and reinforce
corporate governance
and internal policies
through preventing
deliberate distribution
of inappropriate
image material and
inadvertent exposure
to images

COMPLIANCE

Measure corporate
and legal compliance
against client,
organisational and
industry standards

HUMAN RESOURCES
Assists efforts in
nurturing a safe,
healthy and
responsible working
environment
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COST

Reduce potential
financial risk and
exposure through
measurably decreasing
the volume of
inappropriate image
materials (music,

film, video, etc) being
circulated via email

MANAGEMENT

Generate manageable
and meaningful
output through
comprehensive
management
reporting features

*



WHO SHOULD USE PIXALERT IMAGEGUARD MAILAPPLIANCE

ImageGuard MailAppliance should be considered by organisations who value the integrity of their brand and
corporate reputation, clients and employees. The solution is widely used by IT Security Officers seeking to protect
their organisation.

HOW IMAGEGUARD MAILAPPLIANCE WORKS
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FEATURES & SPECIFICATIONS
Black Lists and White Lists

BLACK LISTS: ImageGuard MailAppliance ships with an ever increasing database of known pornographic
image signatures. Once an illicit image has been classified by an IT auditor it will be added to the black list and
if encountered again the same image will automatically be added to the case file along with the description
severity and categorisation applied.

WHITE LISTS: Where a benign image is displayed as a suspect image, ImageGuard MailAppliance can simply
add the image to the ‘white list’. During future scans, these will not be returned for review and categorisation
by the image analysis engines.

PIXALERT MAILAPPLIANCE SYSTEM REQUIREMENTS

» PixAlert ImageGuard MailAppliance system is designed to run either as a stand-alone or distributed system.
x» Each node of the system is capable of handling up to 100,000 emails per day.
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